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1. BASIC INTERNET CONCEPTS AND TERMS 

1.1 Internet, WWW, ISP Web browser, Search engine 

What is the Internet? CODE.ORG: https://www.youtube.com/watch?v=Dxcc6ycZ73M 

Internet 

What do we mean with the term Internet? We tend to have the false idea that the Internet engulfs all 

the terms like websites, emails, social media applications etc. However, the Internet is in reality the 

largest global network on our planet, which all of the aforementioned services use in order to reach 

people all around the world. 

By Internet we are specifically referring to the network devices and their software. The various 

interconnected computers and servers all around the globe consist of the internet. 

WWW 

Or World Wide Web is a term often confused with the Internet. WWW is put simply the collection of all 

the websites. The World Wide Web is a service provided by the Internet, which allows its users to 

navigate and browse various web pages. 

A web page, or more commonly known website, is a virtual space on which users can navigate by 

typing its address, also known as URL.  

ISP 

Internet Service Provider. This is the company that provides us with access to the Internet. Users 

usually have to agree on a monthly or annual payment plan and the appropriate internet speed for 

which they require, based on their needs. 

Web Browser 

It is the program which allows us to navigate the Web and open web pages such as www.google.com. 

Examples of web browsers are: Google Chrome, Mozilla Firefox, Microsoft Edge, Opera, Safari. 

Search Engine 

A search engine is basically a website which specializes in searching for other websites using key words. 

Examples of popular search engines: Google, Bing, Yahoo 

 

  

https://www.youtube.com/watch?v=Dxcc6ycZ73M
http://www.google.com/
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1.2 Wired and Wireless Network 

Wired Network 

A wired network uses cables to connect devices. This is usually done through the use of access points. 

Access points may be devices like switches and routers, devices which provide internet, or some 

network sockets on the wall.  

Wireless Network 

More commonly referred to as Wi-Fi. In a wireless connection we connect to the network remotely but 

to proximity from a device which transmits waves which allow the connected users to access its 

network. 

1.3 Threat and Attack Definition and related terms 

Cyber Crime 

With cybercrime we refer to crime that is executed over the cyber space. Cyber space is basically over 

a network on in general through the use of the Internet. 

Malware 

Shorthand for Malicious Software. This is the term used to refer to programs that aim to perform some 

kind of ill-intended action on our person, data or device. 

Http/Https 

Shorthand for Hyper Text Transfer Protocol and Hyper Text Transfer Protocol Secure. HTTP is basically 

the language used over the Internet so that all kinds of devices can open a website and view its 

contents without having to change their settings or properties. It is the common communication 

language used across the internet and devices. HTTPS is just a small variation of HTTP which basically 

encrypts nay data send in specific webpages so that they remain secure during transmission.  

1.4 Online Social and Networking Sites 

These are websites where people can virtually meet, exchange ideas and experiences in various ways, 

text, images or videos, and create a virtual global meeting hub. Examples include: Facebook, LinkedIn, 

Twitter.  
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2. RISKS 

2.1 Threats to Software 

Our devices are susceptible to an assortment of threats, both on a physical and a digital level. In this 

section we will briefly discuss the various threats that may affect our software. Software is another 

word for programs and they are these digital constructs, each specifically created for a certain job. 

Digital devices are made up of a series of programs, depending on the size and importance of the 

device they can have a range of programs installed ranging from tens to thousands. 

Software is integral for the normal functioning of our various devices and its maintenance is again very 

important. It may be affected by malicious software looking to corrupt its files or manipulate them in 

order to steal them. Also, software is not unaffected by the passing of time, as Operating Systems grow 

“older” they receive updates and improvements, without proper maintenance and improvements on 

the software handled by the Operating System at some point software might become incompatible 

with it.  

2.2 Threats to Data and Information 

Introduction 

Maybe the most important threat that we have to face today is towards our personal data and 

information. Using the Internet we can basically carry out most of our everyday routine tasks online. 

We can pay taxes, buy groceries, buy and even sell furniture for our house. All the information needed 

to carry out these tasks is saved on the device that we use to do those tasks in the first place.  

What happens however if that device is vulnerable to an external attack? What might be the 

repercussions of such an event? 

 To carry out our various tasks for the day we use an assortment of devices.  

 We use mobile devices in order to save contact details of friends and associates as well as our 

day to day tasks.  

 We use computers in order to do research, write reports, produce code and in general execute 

most of our work duties. 
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How would we react if this enormous and important amount of data and information was gone? Is this 

possible and how? 

Physical Risks 

These are the most straight-forward types of Risks. When we say physical risks, we mean the possibility 

that the device which holds the data is somehow compromised.  

If we save data on mobile devices or USB Flash Drives, possible threat is that of the device being stolen. 

Due to their small size, it is very common for people to misplace them. 

Internet Risks 

Let us proceed now to the risks faced when the Internet is introduced to our system. Having access to 

the Web basically means that someone can use that to their advantage in order to gain access to our 

system. Hackers and pieces of malicious code can find their way into a computer data storage and 

extract valuable information. 

Types of cybercrime 

Cybercrime is the term used to describe crimes which take place 

digitally. By that we mean that there is not physical interaction 

between the victim and the attacker. 

Phishing 

First case of a cybercrime is phishing. In a phishing attack, the victim 

or victims are contacted by the attacker through various digital means, be it emails, text messages or 

even through a phone call. They present a relatively believable scenario, where they impersonate a 

legitimate organization and try to persuade their victims to provide them with sensitive personal 

information. Sensitive personal information may be their credit card number, bank details, and 

passwords for an account. With this information they can gain access to various financial resources and 

acquire them with minimal effort. 

One of the most common phishing methods are emails, seemingly coming from the developer of your 

operating system or the department of fraud from your bank. They craft a very convincing email about 

your device or bank account being at risk and needing you to confirm your security details in order to 

ensure your safety.  
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Pharming 

Pharming is a close “relative” of phishing. It is also known as “phishing without a lure”. In phishing 

attacks the user must fall into the trap of the attacker and willingly, although unbeknownst to them, 

release their private details. In pharming the user has no control over what data the attack will 

retrieve. Malicious code is spread into a network and modifies the devices used in order for them to 

navigate their users to fake websites. For example: A user types www.bank.com, the infected device 

will redirect them to www.fakebank.com, which will look identical to the real website and trick them 

into submitting their data. 

Social Engineering 

Unlike the more traditional approaches that are used in order to gain access to a system, Social 

Engineering takes a different route in order to infiltrate systems, is uses psychology and deception. 

Instead of attacking system vulnerabilities social engineers aim to attack the psychological 

vulnerabilities of system users. They pretend to represent their company’s security team or their 

bank’s account manager and craft a suitable story. Users not familiar with the inner workings and 

mechanisms of such organizations can be easily tricked into releasing their security data and as such 

provide an obstacle free and legitimate entrance to their resources to unauthorized personnel.  

Social engineers employ various tools to accomplish their tasks. They usually combine phone calls with 

convincing emails and fake phishing websites. Social Engineering is one of the most complex and 

difficult cases to deal with since humans can adapt to situations, formulate excuses and lies on the fly. 

Considering that a social engineer should possess a certain amount of charisma and psychology 

knowledge, they can use those traits to manipulate their victims into scenarios where the user could 

be proposed a very plausible case and succumb to their mechanisms. 

The only real way of effectively dealing with such cases is to have fully trained personnel. Have them 

trained on cases such as these where interaction with a human being in order to resolve a complicated 

issue might occur. Only by having knowledge of the mechanisms of their organization can they detect 

fraudulent attempts. 

  

http://www.fakebank.com/
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Types of malware 

Malware is a general term used to describe software whose whole purpose is to harm its victim. It is 

shorthand for Malicious Software. As their name implies, it is software with evil intentions. Their scope 

may range from simply annoying the user with windows popping up on their screen, to much more 

serious intentions like destruction or stealing of data.  

Following are the most commonly encountered types of malicious software and their intentions: 

Virus 

Viruses are a type of malicious software which once it finds its way inside a computer system it starts 

infecting files and spreading to various parts of the system (hence the name virus). They usually gain 

entry into our systems by “hiding” in downloaded files, email attachments and even in portable 

storage devices. Their purpose is to corrupt, destroy files and in general cause the system and its 

processes to malfunction. 

Worm 

A worm is another type of malicious code that threatens our devices. Worms infiltrate computer 

networks and use them as a sort of virtual highway in order to spread into the various connected 

devices. Its purpose is to occupy large parts of the networks bandwidth and as a result cause the users 

of the network to experience heavy delays in the communication and loss of transmitted data. 

Trojan Horse 

This type of software took its place from the Trojan horse in Greek mythology, a trap pretending to be 

a gift. A Trojan horse disguises itself as an update or a patch or a program useful to the user’s system. 

Instead, as soon as it tricks the user to install it opens a “back” door to our system, allowing hackers to 

access our data as if they are legitimate users. Depending on the purpose of the Trojan horse hackers 

will be able to cause an assortment of damage to our system, from loss of data to destruction of 

essential systems and programs. 

 

For more information please check the following link: 

 Differences between Virus, Worm and Trojan 

https://www.youtube.com/watch?v=y8a3QoTg4VQ 

 

https://www.youtube.com/watch?v=y8a3QoTg4VQ
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Ransomware 

This type of malware that prevents or limits users from accessing their system, either by locking the 

system's screen or by locking the users' files unless a ransom is paid. 

Spyware 

Another type of evil-intentioned program. Spyware does not directly harm the user; however, what it 

does is that it attaches itself to the device and does not cause any observable disturbance to the 

functions of the device. What it does that observes the user’s behavior and activities online, records 

them and sends them online so that system weaknesses and user patterns may be identified. This way 

it will be easier for phishing attacks to succeed. Some variations of Spyware may modify the computer 

settings as well. Settings like change of home page, or redirection to specific websites when using the 

internet. They may even cause the internet connection to be slowed down.  

Adware 

Advertisement Software, a type of program which bombards the user with constant advertisements 

either chosen at random or target to them specifically based on their previous online activities. What is 

common practice among malicious software distributors is the spreading of Spyware first, that way 

they can develop a profile for each user and then bombard them with Ads tailored to their interests. 

Sometimes, those advertisements can even redirect users to infect or phishing websites; so we can see 

that their purpose is not so shallow but work in an indirect way in order to carry out their malicious 

action. 

Crime ware 

Another type of malware whose purpose is to make the life of cybercriminals easier. This type of 

software aims to streamline and automate the various procedures used when conducting a 

cybercrime. They distribute software and carry out attacks aiming to steal information and resources 

from unsuspecting users. Crime ware can easily combine any of the other types of malicious software 

we have seen above. 
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2.3 Dangers of Online Social Networking Sites 

Online Social Networking Sites are a great medium to reconnect with friends, make new ones and 

share with the rest of the world your ideas and experiences. Unfortunately, as it is with many great 

things there is a silver lining. Not all users engage in the virtual space in order to make friends.  

There are a lot of ill-intended individuals which try to befriend unsuspecting users in order to acquire 

from them their personal information for their own malicious reasons. These are known as identity 

theft cases, where someone acquires personal information of another user enough for a system to 

acknowledge them as the real user. This can lead to scenarios of loss of data and even of various 

resources such as unauthorized withdrawals and transfers from personal bank accounts. 

2.4 Dangers of surfing and shopping online 

Due to the interconnectivity of today’s world it is so easy to acquire an internet connection and start 

surfing the internet. The internet provides us with myriad of activities. From simply browsing a news 

web page, to shopping, playing games and even studying remotely. 

However, this huge opportunity does not come without its disadvantages. The ease of access to the 

various online resources means that there is also a similar ease of access to our own resources. 

Internet users must develop a certain degree of critical thinking when browsing webpages as not all 

pages behave as they claim to be.  

Pages may be just fronts for scamming users out of their own personal data and there is little to 

nothing that can be done after they acquire your personal data and use them.  

This is especially true when it comes to shopping websites. Online shopping has become a trend, since 

users can easily browse for new items, check and compare their specifications with other similar items 

and painlessly order them to their door-step in a matter of days.  

The problem is that users do not really come into direct contact with the vendor. This can be a problem 

as not all selling points can be trusted.  

Especially when shopping online we should take into consideration a lot of different factors. We need 

to consider comments on the interested product, the reputation of the seller and carefully check the 

product description in order to ensure that we are buying what we are really looking for. 
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For more information please check the following link: 

 Online Surfing: https://www.youtube.com/watch?v=6YlgXoU_z8c 

2.5 Financial loss 

Maybe the most commonly used service on the internet is its e-shopping functionality. Users can buy 

and sell stuff to any part of the globe.  Markets and products from all over the world have been 

merged into a singular global emporium.  

By expanding the borders of trade however, we have also expanded the reach of potential threats. The 

anonymity and facelessness that masks everyone online poses a serious trust issue. Transactions can 

be carried out in a matter of seconds, exchanging money from one corner of the world to the other, 

with the amount of money ranging from a few cents to millions. 

Users of the internet should be very careful and take all the necessary measures when it comes to their 

bank details. It is easy to carry out and online transaction. All is needed are a few numbers from your 

credit card. If it’s easy for the users, it is easy for the cybercriminal as well. 

Phishing websites, fake vendors and infected websites; all are risk factors users have to be beware off 

since through them, directly or indirectly, they can lose a large amount of their money. 

  

https://www.youtube.com/watch?v=6YlgXoU_z8c
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3. MEASURES 

3.1 Physically protect a computer 

The physical protection of a device is a simple matter however a series of factors must be taken into 

consideration in order to ensure that our device is secured from all possible physical disasters, at least 

to some extent. 

What we need to consider is the type of device we need to protect as well as the environment in which 

to place it.  

In general, we need to take care that the room in which we place our devices is 

well aired and the temperature is regulated. It is integral for electronic devices that 

they can release their heat easily. All devices build up heat while working and the 

more processing intensive is a task the more power is needed, and the more heat 

is produced. Keeping this in mind, never place tables or laptops on cloth surfaces 

and for larger devices such as desktops and servers make sure that the room in which they are placed 

have its temperature maintained.  

 

Another factor that must be taken into consideration is the one about 

electromagnetic noise. Electronic devices and in general any structures 

which uses electricity tend to create electromagnetic fields. These fields 

can be harmful to certain devices, e.g.: they might fry a circuit. It is 

advisable that you maintain any sockets and in general structures which release an electrical output. 

Also, be sure to place your electronic devices away from them. 

 

Last but not least the actual location where the device is placed matters. A desktop should not be 

placed in shelf up high but instead on the ground just in case that it falls down. Do not place large 

objects on top of tablets or laptops as they are not meant support weight. 

  



 

14 | P a g e  
 

3.2 Using an updated operating system 

The operating system is the program responsible for managing all parts of your device. It controls both 

the programs installed on your device as well as the hardware connected to it. For example, when we 

copy paste a file from one folder to another, it is the operating systems responsibility to create a clone 

of the specified file to both folders. Also, when printing a document, it is the responsibility of the 

operating system to locate and send the document to be printed. 

Another important functionality of the operating system is the security of our device. It is responsible 

for filtering the data traffic coming in and out of our device, making sure that only the allowed users 

are using resources and in general defending our device from possible threats. 

Updating the Operating System 

     STEP 1: Navigate to ‘Check for Updates’  

 On the left end of the taskbar, select the Start icon.  

OR Press the Windows logo key on your keyboard.  

 

 

Figure 1: Start Button/Window logo key 

 Type ‘Check for Updates’ in the search box 

 

 

 

 

 

 

 

Figure 2: Navigate to 'Check for Updates' 
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In order to update the operating system first we need to locate the System Update Program. It is of the 

utmost importance that we keep our operating system updated, as each update might offer some new 

security measures or protect us from some previously unknown kinds of threats. Failing to keep the 

operating system means that security vulnerabilities remain unresolved and our device is open to 

attacks. 

 

     STEP 2: Click on ‘Check for Updates’ option 

 

Figure 3: 'Windows Update' panel 

  

We need to click on the Check for Updates option in order to look for any missing updates. Sometimes, 

due to various reasons, a computer might fail to download the newest updates and a manual search 

has to be initiated. 
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Figure 4: Updates check 

 After clicking the button a search for updates will commence. The search might take a few minutes. 
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     STEP 3: Restart your device 

 

 

Figure 5: Availability of updates 

 A full list of missing and installed updates will be displayed and any missing will be downloaded. After 

the updates are downloaded, the device will have to be restarted in order for them to be installed. 

 

For more information, please check the following links:  

 https://support.microsoft.com/en-us/help/12373/windows-update-faq 

 https://support.microsoft.com/en-us/help/311047/how-to-keep-your-windows-computer-up-to-

date 

  

https://support.microsoft.com/en-us/help/12373/windows-update-faq
https://support.microsoft.com/en-us/help/311047/how-to-keep-your-windows-computer-up-to-date
https://support.microsoft.com/en-us/help/311047/how-to-keep-your-windows-computer-up-to-date
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3.3 Setting up strong passwords 

Passwords are the main security barrier between our personal data and any possible threats. The 

strength of our password dictates how much time and resources it requires for someone to figure out 

and break our password. 

What makes a secure password? A secure password should not be something that someone can easily 

figure out. It must contain at least a specific length and a certain combination of characters, symbols 

and even numbers.  

When choosing a password, you should avoid using dictionary words and commonly guessed personal 

information like your phone number or date of birth since potential attackers first try combinations 

including this kind of information. 

Passwords must be easily remembered by the user but be something unthinkable for anyone else.  

Watch the following video where Edward Snowden explains the importance of passwords and how 

they should evolve: https://www.youtube.com/watch?v=yzGzB-yYKcc 

As the video suggests, we should move away from the term passwords and towards the term 

passphrases. A password should have a certain length and combine all sorts of characters numbers and 

symbols. The easiest way for us to remember a long password is if that password is basically a phrase 

and not just a really long string of random characters. 

Example: 

Bad password example: qwerty1234 

Good password example: MyNaME15G30rg3!  

In the above example I have just written “My name is George!”.However, by changing the case of 

characters and using numbers instead of characters I have increased the strength of my password 

exponentially. 

You can use the following websites in order to evaluate your passwords strength and tips on how to 

improve it: http://www.passwordmeter.com/https://howsecureismypassword.net/ 

Note: No matter how good your password is, you should change it every few months. This is to make 

sure that in case someone is trying to break it they will be wasting their time, as well as in case that a 

service in which you are a registered user at, has a data breach, your account remains protected.  

  

https://www.youtube.com/watch?v=yzGzB-yYKcc
http://www.passwordmeter.com/
http://www.passwordmeter.com/
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3.4 Using an updated antimalware software 

Antimalware software can be thought as a kind of medicine for the various types of malicious software 

threatening our devices. And just how we take different kinds of medicine for different types of 

illnesses, we use different kinds of antimalware software for our protection against different kinds of 

malicious programs. 

We have antimalware for defending against viruses, worms, spam emails and other types of malicious 

software. Nowadays antimalware software combines an assortment of security measures against all 

different kinds of digital threats so that we do not need to separately purchase dozens of programs for 

each type of threat.  

 

Updating the Antimalware Software 

     STEP 1: Navigate to ‘Windows Defender Security Center‘  

 On the left end of the taskbar, select the Start icon.  

 Press the Windows logo key on your keyboard.  

 Type ‘Windows Defender Security Center‘ in the search box 

 

Figure 6: Navigate to 'Windows Defender Security Center' 
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To initiate the update procedures look for the Windows Defender program. Having an antimalware 

software however is not enough; it needs to be kept well maintained and updated. Threats are 

constantly evolving and so should antimalware programs. By keeping your antimalware software 

updated you ensure that your device is protected against all new kinds of threats, since for the system 

to defend against a threat it must first know about it and also know how to deal with it. 

 

STEP 2: Click on ‘Virus &threat protection’ 

 

Figure 7:'Security at a glance' panel 

 It initiates the routine responsible for scanning for malicious software. 
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STEP 3: Click on ‘Scan now’ 

 

  

 

Click on the Scan Now option in order to initialize a system scan for malicious software and other 

threats. The scan might take some time, due to the number of files you have on your device. The more 

files, the more time is needed to scan them. 

 

For more information, please check the following links:  

 https://support.microsoft.com/en-us/help/17228/windows-protect-my-pc-from-viruses 

 https://support.microsoft.com/en-us/help/4012987/windows-10-virus-threat-protection-

windows-security 

For more information about Windows Defender, please check ‘Problem Solving’ module, section 1.2, 

p.34-38. 

 

  

Figure 8: ' Virus and threats protection' panel 

https://support.microsoft.com/en-us/help/17228/windows-protect-my-pc-from-viruses
https://support.microsoft.com/en-us/help/4012987/windows-10-virus-threat-protection-windows-security
https://support.microsoft.com/en-us/help/4012987/windows-10-virus-threat-protection-windows-security


 

22 | P a g e  
 

3.5 Regular backing up of data 

Data is one of the most important commodities in today’s technologically advanced era. Data can store 

all kinds of information, from simply a date for our next doctor appointment to our bank details. It is 

then of the outmost importance that we ensure its safety. 

It is almost inevitable that at some point our data might be lost; this might be either due to some 

system malfunction, data corruption or some malicious activity. We should always take these kinds of 

scenarios into consideration and take the necessary measures to deal with them.  

Backing up of data means that we create regular copies of our data to remote secure locations in order 

to keep them safe. Larger companies usually have at locations far away from their headquarters large 

server rooms which only keep backups of their data so that in case that anything is lost they can 

immediately replace the lost data. 

Backing up your data using cloud services, it is also an option.  

 

For more information please check ‘Information and Data Literacy’ module, section 2.2, p.18-19. 
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Backing Data Up with an external hard disk 

     STEP 1: Navigate to ‘This PC‘  

 On the left end of the taskbar, select the Start icon.  

 Press the Windows logo key on your keyboard.  

 Type ‘This PC’  

 

Figure 9:Navigate to ‘This PC‘ 

 It is recommended that we keep a removable hard disk or USB flash device/memory stick for safe 

keeping our data. The removable device should always be kept away from where the original data is 

stored just in case that a physical disaster occurs, and both devices are destroyed.  

Two things we must remember, create regular backups of our data and keep our back up device secure 

and stored somewhere else than where the original data is stored.  
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STEP 2: Locate your backup device 

 

Figure 10: Locate your backup device 

  

STEP 3: Copy your files to backup 

 Right click (using the mouse’s right button) on the file you wish to back up 

 Click on ‘Copy’ option 

 Open your backup device 

 Right click 

 Click on ‘Paste’ option 

 

Figure 11:Copy your files to backup device/folder 

 Copy the files you wish to backup and store the storage device somewhere safe and far from the 

original data.Remember to name your files accordingly and back up at regular intervals. 

 

For more information, please check the following link:  

https://support.microsoft.com/en-us/help/17127/windows-back-up-restore 

For more information about the external drives please check ‘Problem Solving’ module, section 1.3, p. 

43, which presents the steps on how to connect and use an external hard drive.

https://support.microsoft.com/en-us/help/17127/windows-back-up-restore
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3.6 Using encryption and digital signatures 

Data transmission over the internet can be a tricky business. Think of data transmission as talking to 

someone else and basically telling them the requested information. It is similar in a sense that anyone 

might be eavesdropping on your conversation.  

Encryption is the process of transforming data from a readable form to an unreadable one where only 

the true recipient of data knows how to properly understand the data. 

Digital Signatures are, just like in real life, a virtual method used in order to authenticate whether a 

document really comes from the user that it specifies or that a user is really the genuine user and not 

an impersonator.  

When surfing online we do not need to do any actions in order to encrypt our data. What we need to 

do is make sure that in case that we are visiting a page, which needs us to log in, the page contains 

encryption. We can acquire this knowledge by looking at the area specified in the following circle. The 

locket symbol means that the data transmitted is encrypted. 

 

 

Figure 12: The locker symbol - Padlock 

For more information, please check the following link:  

https://support.office.com/en-us/article/obtain-a-digital-certificate-and-create-a-digital-signature-

e3d9d813-3305-4164-a820-2e063d86e512 

 

  

https://support.office.com/en-us/article/obtain-a-digital-certificate-and-create-a-digital-signature-e3d9d813-3305-4164-a820-2e063d86e512
https://support.office.com/en-us/article/obtain-a-digital-certificate-and-create-a-digital-signature-e3d9d813-3305-4164-a820-2e063d86e512
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3. 7 Using firewalls 

Firewalls are like a net placed between the incoming and out coming digital data traffic of a device 

connected to a network. This system is responsible for filtering the data and only allows the traffic that 

is deemed healthy and necessary to leave the device or access the device. 

 

Enabling Firewalls 

     STEP 1: Navigate to ‘Windows Defender Firewall‘  

 On the left end of the taskbar, select the Start icon.  

 Press the Windows logo key on your keyboard.  

 Type ‘Windows Defender Firewall‘ 

 

 

Figure 13:Navigate to ‘Windows Defender Firewall‘ 

 Enabling Firewall is highly recommended so that potentially infected files do not corrupt our device, 
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or that programs that do not require sending or receiving data be remotely controlled to transmit our 

sensitive data or execute malicious code. 

 

     STEP 2: Click on ‘Turn Windows Defender Firewall on or off’ 

 

Figure 14: The 'Windows Defender Firewall' panel 

This will bring up the window responsible for enabling and disabling the Firewall. 
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     STEP 3: Click on ‘Turn on Windows Defender Firewall’ options 

 

Figure 15: Turning on/off Windows Defender Firewall 

Here you can enable or disable your firewall. Keeping it enabled at all times is recommended. This will 

ensure the continuous check of data traffic passing through the device. 

 

For more information, please check the following link:  

https://support.microsoft.com/en-us/help/875356/how-to-configure-the-windows-firewall-feature-in-

windows-xp-service-pa 

  

https://support.microsoft.com/en-us/help/875356/how-to-configure-the-windows-firewall-feature-in-windows-xp-service-pa
https://support.microsoft.com/en-us/help/875356/how-to-configure-the-windows-firewall-feature-in-windows-xp-service-pa
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3.8 Applying privacy settings on online social networking sites 

Setting Restrictions on Social Media User Profile 

STEP 1: Log into your social media account, e.g. Facebook 

 On the right top of the taskbar, select the dropdown arrow 

 Click on ‘Settings’ 

 

 

Figure 16: The Facebook ribon 

 

Figure 17: The Facebook Settings option 

 In order to restrict the amount of access to an account from users not related to it we first click on the 

icon shown above and then click on settings. When creating a social network account, usually the 

default setting is for everyone, even people not belonging to your network of friends to have access to 

everything you post. This can be modified so that only trusted people can see your activity.  
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     STEP 2: Click on ‘Privacy’ section 

 

 

Figure 18: The 'Privacy' panel 

This will bring up the options responsible for regulating and restricting access to private data. 
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      STEP 3: Change your audience 

 Click on ‘Edit’ under the section 'Who can see your future posts?' 

 Click on drop down arrow under the section 'Who can see your future posts?' 

 Change your audience to specify which users allowed to have access to your posts, information 

and activity  

 

 

 

 

 

 

 

Figure 19:Changing your Facebook audience 

*Recommended: Change to Friends 

For more information, please check the following link:  

https://www.facebook.com/help/325807937506242 

https://www.facebook.com/help/325807937506242
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3.9 Surfing and shopping securely 

For users to remain protected and secured while surfing and shopping online they must keep a few 

details in mind. When logging into a website the Locket and Https marks have to be located. These 

indicate that the necessary precautions have been taken in order to verify the authenticity of the 

website as well the encryption of data during the logging procedure. 

When shopping online, the only security filter that can be applied is the users’ critical thinking. Check 

whether the website is selling the products you are looking for. Research on the website for satisfied 

and especially dissatisfied customers. Then, the vendor which you have chosen, can they be trusted? 

Have other users received their products as specified or did they get scammed. Also, carefully check 

the product description and whether there is extra delivery sots so that you do not spent more than 

intended. 

These are all things that have to be kept in mind when shopping online. 

Tips on Surfing and Shopping Securely 

 

Figure 20: The -s on https indicates Security 

The website has both a locket and an HTTPS protocol, meaning that all necessary precautions have 

been taken to secure user information. This means that any data provided by the user in order to login 

or purchase a product is encrypted during its transmission to the responsible server.  
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Figure 21: The Digital Certificate 

The Digital Certificate authenticating the website and its security measures. This ensures that 

the website the user is visiting is the one claiming to be and also that the necessary security is 

provided, in order for the site to defend itself against known cyber threats. 

 

For more information, please check the following link:  

https://support.office.com/en-us/article/Obtain-a-digital-certificate-and-create-a-digital-signature-

e3d9d813-3305-4164-a820-2e063d86e512 

  

https://support.office.com/en-us/article/Obtain-a-digital-certificate-and-create-a-digital-signature-e3d9d813-3305-4164-a820-2e063d86e512
https://support.office.com/en-us/article/Obtain-a-digital-certificate-and-create-a-digital-signature-e3d9d813-3305-4164-a820-2e063d86e512
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3.10 Awareness of the present world security 

We live in an age where everything is connected. From our coffeemaker machine, to the room lights to 

our computer. Thanks to this connectivity we enjoy an almost seamless connectivity between all our 

devices and environment. From our smartphones we can turn on the TV, make coffee, and roll up our 

home’s shutters and all this before even leaning our bed. 

We have never before been so well informed and connected with the rest of the world. News travel 

almost instantaneously from one corner of the world to the other and we can communicate with 

people all over the globe with ease and comfort. 

The technological comfort offered however can be used against us by people with malicious intentions 

as we have seen. For the online threats, the best measure is knowledge of the possible dangers and of 

course having the necessary tools to counter them.  

These tools are not only Firewalls and Antivirus Systems but also our own critical thinking! 

 

GDPR:  

The General Data Protection Regulation is a new set of rules that gives residents of the European Union 

more control over their personal data and seeks to clarify rules and responsibilities for online services 

with European users. It also aims to simplify the regulatory environment for business so both citizens 

and businesses in the European Union can fully benefit from the digital economy. 

The regulation expands the scope of what companies must consider personal data, and it requires 

them to closely track the data they've stored on EU residents. If someone in the EU wants a company 

to delete his or her data, send copies of the data, or correct an error in the data, companies have to 

comply. 

For more information, please check the following link: 

https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-

organisations/application-regulation/who-does-data-protection-law-apply_en 

 

 

  

https://www.zdnet.com/article/gdpr-an-executive-guide-to-what-you-need-to-know/
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/application-regulation/who-does-data-protection-law-apply_en
https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/application-regulation/who-does-data-protection-law-apply_en
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